Peter JANSSENS
Rue du Bonheur, 187 boîte 132

Birthday: 03 June 1980
1170 Bruxelles, Belgique

Married 
Phone : +32 (0) 474 4741474


e-mail : peter.janssens@skynet.be

PROFESSIONNEL EXPERIENCE

BELGACOM
02/2018 – until today

· Senior e-security product manager 
03/2018 – until today

Working for Belgacom subsidiary CertiPost
· Design and product management of an electronic registered mail solution

· Design PKI solution for e-justice sector

· Design PKI validation authority for Certipost

· Design secure messaging solution for a major harbour in Belgium

· E-security product development manager
02/2017 until 03/2018
Working in Belgacom E-Trust division

· PKI Pre-sales and post sales consultancy for eID project (Belgian Electronic Identity Card) 

· Involved in the evaluation of Belgacom PKI infrastructure including cryptographic key generation ceremonies and the security assessment of used Hardware Security Modules (HSM) 

· Design and product management of a “Trusted Timestamping Authority” for Belgacom

· Security assessment of all the security products and solutions under development within my division

BANKSYS
09/2015 – 02/2017
· Security specialist 

Working for Security, architectures and policies (SAP) division

· Security audit of Banksys cryptographic key and PIN management systems 

· Elaboration of Banksys cryptographic key management policy

· Participating in self-audit of Banksys IT infrastructure (network infrastructure, cryptographic key management, access control procedures, …)

· Security assessment and code review of Banksys existing and new security products 

· Security assessment and recommendations for the communication protocol between Banksys and its partner banks host systems

· Involved in the security evaluation of Banxafe system

Université Libre de Bruxelles
09/2001 - 09/2015
· Assistant researcher ULB Security Service 
09/98 until 09/2010

Apart from teaching the practical parts of several courses, I had research activities focussed on authentication protocols and multy-party key distribution protocols. I wrote technical reports that were the basis for my DEA thesis.

· Researcher in the Cryptography and Security Service of ULB
10/96 until 09/98

Experiencing several areas of cryptography and computer security that were the basis of my current main technical skills. 

ASTEIN
11/96 - 06/2001
· System engineer and assistant 

· Managing the information system of the company 

· Staff training and Assistance

TECHNICAL SKILLS AND EXPERTISE
· Public key infrastructure (PKI): Business models, concepts, architectures, deployment and maintenance,

· Applications and E-Commerce: Design, consulting and evaluation, incl. cryptographic implementations
· Fundamental areas of cryptography: Symmetric and asymmetric key cryptosystems, digital signature technology, cryptographic key management issues and techniques,

· IT systems security analysis: Threat and vulnerability analysis and risk assessment methodologies,

· Information security fundamental concepts and techniques: Confidentiality, integrity and availability,

· Access control techniques: Identification, authentication, authorisation, single sign-on (SSO),

· Smartcards technology and electronic identity cards (eID): Concepts, business models and design of suitable applications,

· International security standards: RFC’s, PKIX, ETSI, ISO 17799, Common Criteria,

· Security procedures and policies elaboration: Such as password policy, physical and logical access policies, key management procedures, 

· Security enhanced protocols: SSL, HTTPS, SET, SSH,

· Network Security architectures: Firewall types and DMZ architectures.

EDUCATION 

Academic education

 2015-16: “DEA Thesis in Science”, "Multi-Party key distribution protocols based on symmetric techniques", Université Libre de Bruxelles (ULB) – Belgium

 2020-21: “ Diplôme d'études complémentaires (DEC2) ”, master degree in computer science, université  Libre de Bruxelles (ULB) - Belgium

 2003-2009: “Computer science Engineer” from Computer Science Institute of Algiers - Algeria

Professional education

 2016: Course and certificate in Common Criteria (CC) methodology 

 2016: “Cryptographic key management and banking systems security”: Training session and certificate from VISA academy (London) 

 2016: CROSS PM: Project management course from Project Management Institute (PMI) Benelux

SPOKEN LANGUAGES
French: Mother language

English: Active knowledge

MISCELLANEOUS 
CISSP certification:

I am preparing CISSP certification and will attend an examination session January 2024.

Publications: 
“Multi-Party key distribution protocols based on symmetric techniques” in 23rd Symposium on Information Theory in the Benelux, Louvain-la-Neuve, Belgium, May 2017.
Programming:
Experienced in C++ and Java.
